
3. Juni 2010

1

ModelSupported-RiskManagement_Hauber.pptCopyright © 2009 HOOD Group.http://www.HOOD-Group.com 
Vertraulich. Alle Rechte vorbehalten. Weitergabe oder Vervielfältigung ohne vorherige schriftliche 
Zustimmung der HOOD Group verboten.

Version 1.0 - 3. Juni 2010

-1-

Model-supported 
Risk Management

Rudolf Hauber

HOOD GmbH
Büro München
Keltenring 7
82041 Oberhaching
Germany

Tel: 0049 89 4512 53 0
www.HOOD-Group.com

ModelSupported-RiskManagement_Hauber.pptCopyright © 2009 HOOD Group.http://www.HOOD-Group.com 
Vertraulich. Alle Rechte vorbehalten. Weitergabe oder Vervielfältigung ohne vorherige schriftliche 
Zustimmung der HOOD Group verboten.

-2-

Version 1.0 - 3. Juni 2010

Content

Using SysML Risk Modelling Enhancement

SysML Risk Management Viewpoint

HOOD Group1

3

4

5 SysML Support for Risk Management

6 Summary

2 Motivation



3. Juni 2010

2

ModelSupported-RiskManagement_Hauber.pptCopyright © 2009 HOOD Group.http://www.HOOD-Group.com 
Vertraulich. Alle Rechte vorbehalten. Weitergabe oder Vervielfältigung ohne vorherige schriftliche 
Zustimmung der HOOD Group verboten.

-3-

Version 1.0 - 3. Juni 2010

Our Business

The usage of Requirements Management & Engineering (RM&E) and continuous 
process improvement initiatives like CMMI or SPICE are an essential part for big and 
world wide organisations to develop complex products, services and systems.
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Einige Kunden, die Vertrauen in HOOD setzen

� Automobilhersteller
� Adam Opel GmbH
� Audi AG
� BMW AG
� Daimler AG 
� Volkswagen AG

� Automobilzulieferer
� Hella KGaA Hueck& Co
� Robert Bosch GmbH
� TRW

� Logistik/ Transportation
� Deutsche Bahn AG
� Schenker Logistics
� Siemens Mobility
� Thales Group

� IT/ Software-Development
� BMW AG
� Volkswagen AG
� Deutsche Nationalbibliothek

� Luft- und Raumfahrt
� EADS
� Astrium
� Airbus

� Medizintechnik
� Drägerwerk AG & Co. KGaA
� Siemens Healthcare
� CareFusion (Viasys Healthcare)

� Telekommunikation
� Alcatel-Lucent
� NetCologne Gesellschaft für 

Telekommunikation mbH 
� O2 Germany GmbH & Co. OHG 

� Banken und Versicherungen
� AXA Konzern AG
� BMW Bank GmbH 
� Interpolis
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Our Expertise

Change
Management

Version
Management

Test
Management

Requirements
Development

Configuration
Management

Risk
Management

Quality
Management

Project
Management

Requirements Management is the interface between Re quirements 
Development and all other Systems Engineering Proce sses

Requirements 
Management 
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Model Based Systems Engineering (MBSE) Expertise

� Modelling is a central element in the HOOD Requirements Specification Process and in 
the derivation of requirements

� HOOD actively works on INCOSE “Model Based Systems Engineering vision 2020”
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HOOD Guideline: Structure of Change
Process Improvement is not just a technical challen ge.

Source: Colin Hood 1997
Model of change based on work by Lewin 1947 and Schein 1961-1965

B
ar

rie
rs

Learning

Unfreezing

Refreezing

Thinking
differently

Progress of change

Recognising the barriers to 
change and helping people to 

overcome their anxiety, is 
necessary for successful 

change

� Lack of discomfort/anxiety with present 
system

� Ignoring information that does not fit with 
the past

� Lack of psychological safety in the 
change, fear of loss of identity or integrity
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Services - Overview

Process-
Development 

& Optimisation

Establish a 
Competence Center

Tool-
Evaluation

Pilot Projects & 
Roll-Out

Workshops & 
Training

Software-
Development 

& 
Customisation

Key People 
Education

Coaching
RM&E-

Assessment

Initialise

Implement

Operate

Communication, Motivation, 
Education and Acceptance
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HOOD- Excellence in Requirements

ReConf

SubConf
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The benefits of working with HOOD

Complete 
Spectrum of 
Services 

Innovation
Leader in 
RM&E 

Many Years of
Experience in more
than 150 RM&E
Projects

Industry 
specific
Training

Highly
qualified
Consultants

Network of
Partners

Proofen
Quality 
Improvement
Approach

Industry 
specific
Know-How
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HCMs – Requirements Management & Definition
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Motivation

� There are a lot of risks 

� Financial

� Contractual

� Legal

� Too late to market

� Supplier

� Technical

� …..
� There are a lot of technical risks 

� New/unknown technique

� Very high performance

� Very high availability

� Very high safety requirements 

� Very high security requirements

� … (from Wikimedia commons)
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Version – 2008-04-25

Motivation

Development of technical systems is not easy! 

� Modeling is a well-established engineering technique

� Using models for problem area and solution area

� reduces complexity

� facilitates communication

� eases re-use

� reduces development risks

� Benefits for different stakeholders

� Customers
� Project management
� Development
� Quality assurance
� Other stakeholders

(Von Rational Websources)

What about risk 
management?
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Views, models and diagrams

� Different types of diagrams show different aspects of the system

� Aspects complement and overlap one another

� Architecture frameworks guide the creation of models

� Consistency of the model must be established
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Why UML/SysML

� UML/SysML includes:
� notation (graphical), concepts and semantics, guidelines

� Aims:
� mature notation on formal basis
� extensible (stereotypes) 
� support for established well-tried concepts

� i.e. state charts, message sequence charts,...

� Advantages
� Well-known
� Simple to understand
� Standardized, state-of-the-art

� Not included:
� Method 
� Elements for risk identification & management

(from SysML Spec)
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ModelSupported-RiskManagement_Hauber.ppt

� Properties
� risk severity
� risk likelihood 
� hazard severity
� hazard likelihood
� criticality
� …

� Stereotypes
� Class <<Risk>>
� Class <<Hazard>>
� Class <<Threat>>
� ….

� Views
� System hazards, threads and risks
� Safety mechanisms (Fault Tree Analysis, FMEA)
� Risk tracing
� Risk mitigation measures

Copyright © 2009 HOOD Group.http://www.HOOD-Group.com 
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Risk Viewpoint

<<viewpoint>>

SysML Safety Viewpoint

Stakeholders = ”Chief Engineer, Lead Architect, 
Safety Engineer, Risk Manager, Test Manager”

Concerns = “All risk management-relevant aspects”
Purpose = “This viewpoint addresses all risk 

management-relevant relevant aspects of the 
system; i.e.

• identify risks related to the technical solution 
and product safety,

• analyze hazards of the product, 
• trace risks to system elements and 

requirements
• derive safety requirements from hazards in 

accordance with legal rules / laws,
• justify system measures and measures in 

the system environment for risk mitigation”
Languages = “SysML, UML, textual description”
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Using UML/SysML for Risk & Safety Aspects

� Same examples of SysML capabilities to capture 
risk & safety aspects 

� Along the V-Model System development process

� SD-1.3 „Definition of Criticality and Quality Requirements “

� SD-1.6 „Threat and Risk Analysis “: Consider safety, security and risk aspects

<<hazard>> 
Unintenional Missle Launch
{ severity = Catastrophic }

<<block>> 
Launcher

<<endangers>>

<<block>>
FireControlManager
{ criticality = high }

SE 8

SE 9

SE 4

SE 5

SE 6

SE 7

SE 1

SE 2

SE 3

<<risk>> 
Wrong Traget Identification

{ likelihood = remote }

<<block>> 
Radar

<<trace>>
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� risk tracing to requirements 
and system elements is 
essential

� <<risk>> 
visualization of impact 
improves understanding

� Combining risk 
management 
with requirements and 
system engineering 
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Using UML/SysML for Risk & Safety Aspects

deployment OrderServiceApplication

«server»
PrimaryServer «server»

SecondaryServer: Windows Server

«Application»

OrderServiceAppl
«Application»

OrderServiceAppl

«requirement»

Order Process::Order Service 24 x 7

tags
id = SysReq4711

text = The order service shall be available 24 x 7.

«risk»
Current architecture can not provide 24 x 7 

availability

id = Rsk13

«satisfy»

«satisfy»

«trace»

«satisfy»
«satisfy»

«risk»
Acceptance of Windows server by customer is not 

sure

Id = Rsk8

<<Rationale>>
HW and SW 
redundancies 
guarantee the high 
availability

«trace»
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UML tool

Missionsplaner

Mission planen

: Bediener : 
N
a
v
1

: 
Nw
obStarten_Ard(   )

Aktivieren_Nog(   )
Heben_Klappe(  )

Deckel_Heben( )

Deckel_Heben_Return( )

<<Subsyste
m>>

Nav1

<<use-case 
package>>

Use Case View

<<Subsubsystem>
>

Paradis

<<Subsystem>>
Nav1

realizes

<<process>>
Fachlogik

<<process>>
RDBMS

<<process>>
Ablaufsteuerung

assign

<<location>>
Vehikel

Funk

<<location>>
GPS

<<location>>
Vehikelfunk

CAN-Bus

<<location>>
Steuerzentrale

located

Risk Traceablity

Risk Manag tool

Req Manag tool

UserReq

SystemReq

SWReq

AccptTst

SystemTst

SWTst

Calculation of 
risks and impact
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Ideal Technical Risk Management Practice

Identify risks

Assess risks and propose risk mitigation design changes 

Monitor risks and assess system design changes

Early system design

Risks

Changed system design

Approved risks mitigated system design

MBSE Design model

MBSE Design model

MBSE Design model

Risks allocated to model 
elements
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<<block>>
Missile

Fault Tree Analysis

Fault Tree Analysis (FTA) to model and analyse failure processes 
1. undesired effect is taken as root ('top event')
2. each situation that could cause that effect is added as series of logic expressions
3. trees are labeled with failure probabilities 
4. calculate failure probabilities from fault trees

(from http://en.wikipedia.org)

missile 
pre-launch phase

missile 
launch phase

missile 
in flight phase

«Exception»
Position Info

Lost

launched

No PositionInfo

<<Event>>
evNoPositionInfo
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Failure Modes and Effects Analysis

1. Identify system components/ structure

• Exists in IBDs of DoDAF SV-1

2. Define functions of components

• Exists as result of DoDAF SV-10c

3. Analysis failures

a. Allocate possible failure to components

b. Analyse failure impact based on data/material flows

• DoDAF SV-10c + DoDAF SV11

4. Asses risks

1. Failure impact

2. Failure occurance probability

3. Failure detection probability

� Risk priority number (RPN)

5. Improve system design

� Model based
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Reliability Availability Maintainability Sustainabi lity (RAMS)

Identify system items failures/ out of order 
� IBDs of physical architecture/ deployment diagrams

1. Identify local impact
� Collaboration of physical items

2. Identify site impact

3. Identify impact on overall system functionality

4. Check reliability/ availability requirements

5. Calculate RAMS based on
� Mean Time Between Failure (MTBF)
� Cycle replacement time
� …
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Safety Criticality Analysis

1. Identify safety critical system components

• Based on system structure

2. Analyze „propagation“ of safety critical parts 

• Model based analysis

3. System design improvement under safety aspects
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:Acceleration
Meter

Control
�

�

:DownLink
Manager

�

finPosition
Altitude

Acceleration

:GPS
Control Position

downLink

finCommand

:Engine
Commander

engineCommand

�



�

�






:Control
Unit

ibd Missile

:Gyro
meter :Path

Controller

{safetyCritical}
:Fin

Control

:Acceleration
meter

�

�


�

�



:Down
Link

Fin 
position

Altitude

Acceleration

:GPS



Position

downLink

finCommand

:Engine

engineCommand



3. Juni 2010

15

ModelSupported-RiskManagement_Hauber.pptCopyright © 2009 HOOD Group.http://www.HOOD-Group.com 
Vertraulich. Alle Rechte vorbehalten. Weitergabe oder Vervielfältigung ohne vorherige schriftliche 
Zustimmung der HOOD Group verboten.

-29-

Version 1.0 - 3. Juni 2010

Content

Using SysML Risk Modelling Enhancement

SysML Risk Viewpoint

HOOD Group1

3

4

5 SysML Support for Risk Management

6 Summary

2 Motivation

ModelSupported-RiskManagement_Hauber.pptCopyright © 2009 HOOD Group.http://www.HOOD-Group.com 
Vertraulich. Alle Rechte vorbehalten. Weitergabe oder Vervielfältigung ohne vorherige schriftliche 
Zustimmung der HOOD Group verboten.

-30-

Version 1.0 - 3. Juni 2010

Summary

� MBSE SysML out of the box: No specific risks or safety & security view

� Enhancement of SysML by risk management profile
� Viewpoint, stereotypes, properties, etc.

� Process: embedded in overall engineering process

� SysML can be used to capture and trace risk aspects
� Main benefit: enhanced tracing from requirements and system architecture to risks

� SysML can be used in an MBSE approach for 
� Risk identification
� Hazard analysis 
� Fault tree analysis 
� Failure mode and effects analysis (FMEA)
� Criticality assessment
� Risk assessment

� SysML Risks profile should be standardized

� Tool-interfaces should be standardized
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Discussion

Thanks for your attention!

Questions  & Discussion

Dr. Rudolf Hauber
Senior Consultant HOOD Group
Responsible for Aerospace and Defense
Rudolf.Hauber@HOOD-Group.com
+49 173 394 1162

Please contact me:


